class S3Handler {
  constructor () {
    this.getex().then(res => {
      this.encData = res

    }).catch(error => {
      console.log(error)
    })
    this.getdec().then(res => {
      this.decData = res
    }).catch(error => {
      console.log(error)
    })
  }

  get_apiKey() {
    return new Promise((resolve, reject) => {
  
      $.ajax({
        type: "post",
        url: "/ajax/get-api-key"
      })
      .done((data) => {
        resolve(data)
      })
      .fail((error) => {
        console.log(error)
        reject()
      })
    })
  } 
  
  getex() {
    return new Promise((resolve, reject) => {
      $.ajax({
          type: "POST",
          url: "/ajax/get-enc",
          dataType: 'json',
          async: false,
          success: function (response) {
              resolve(response)
          },
          error: function (err) {
              console.dir("encrypt There was an error getting aws data: " + err.message)
              reject(err)
          }
      });
    })
  }
  
  getdec() {
    return new Promise((resolve, reject) => {
      $.ajax({
          type: "POST",
          url: "/ajax/get-dec",
          dataType: 'json',
          async: false,
          success: function (response) {
            resolve(response)
          },
          error: function (err) {
            console.dir("decrypt There was an error getting aws data: " + err.message)
            reject(err)
          }
      });
    })
  }

  get getData() {
    return {
      endData: this.encData,
      decData: this.decData
    }
  }

  get getAWSParams() {
    var enkey = this.encData.key;
    var ensecret = this.encData.secret;
    var enregion = this.encData.region;
    var enbucket = this.encData.bucket;
      
    var salt = CryptoJS.enc.Hex.parse(this.decData.salt);
    var iv = CryptoJS.enc.Hex.parse(this.decData.iv);
    var passphrase = this.decData.passphrase;
  
    var key = CryptoJS.PBKDF2(passphrase, salt, {hasher: CryptoJS.algo.SHA512, keySize: 64 / 8, iterations: 999});
    var decKey = CryptoJS.AES.decrypt(enkey, key, {iv: iv});
    var decsecret = CryptoJS.AES.decrypt(ensecret, key, {iv: iv});
    var decbucket = CryptoJS.AES.decrypt(enbucket, key, {iv: iv});
    var decregion = CryptoJS.AES.decrypt(enregion, key, {iv: iv});

    return {
      awskey: decKey.toString(CryptoJS.enc.Utf8),
      awssecret: decsecret.toString(CryptoJS.enc.Utf8),
      awsbucket: decbucket.toString(CryptoJS.enc.Utf8),
      awsregion: decregion.toString(CryptoJS.enc.Utf8)
    }

  }

  upload(key, secret, bucketName, bucketRegion, droppedFiles) {

    return new Promise((resolve, reject) => {
    
    let actionBtn = document.querySelector('.btn-formatpdf-action .action-text')
    let btnLoader = document.querySelector('.btn-loader')
    let action = document.querySelector('.action')


    if (actionBtn) document.querySelector('.btn-formatpdf-action .action-text').classList.add('d-none')
    if (btnLoader) document.querySelector('.btn-loader').classList.add('d-block')
    if (action) document.querySelector('.action').style.pointerEvents = 'none'

    AWS.config.region = bucketRegion;
    AWS.config.credentials = new AWS.Credentials(key, secret);
    
    var s3 = new AWS.S3({
        apiVersion: '2006-03-01',
        params: {Bucket: bucketName}
    });
    
    var files = droppedFiles
    if (!files) {
        return alert("Please choose a file to upload first");
    }
    
    let parameters = ''
    const start = new Date().getTime();
    let totalMB = 0
    let fileNames = []

    for(let i = 0; i < files.length; i++) {
      let MB = files[i].size / 1000000
      totalMB+= MB
    }
    for (let i = 0; i < files.length; i++) {
      
      var file = files[i];
      var fileName = file.s3name;
    
      var upload = s3.upload({
        Key: fileName,
        Body: file
      }, function (err, data) {
          if (i === files.length - 1) {

            
            resolve(true)

            let actionBtn = document.querySelector('.btn-formatpdf-action .action-text')
            let btnLoader = document.querySelector('.btn-loader')
            let action = document.querySelector('.action')

            if (actionBtn) document.querySelector('.btn-formatpdf-action .action-text').classList.remove('d-none')
            if (btnLoader) document.querySelector('.btn-loader').classList.remove('d-block')
            if (action) document.querySelector('.action').style.pointerEvents = 'auto'

          }
          console.log('File/s successfully uploaded to S3')
          if (err) {
              console.log("There was an error uploading your file: " + err.message)
              reject(err)
          }
      });

    }
  
    })
  }
}
